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Disclaimer 

(1) Citations and references are used only for education and training purposes that support research 
or training objectives. Referenced materials from non-Federal Government sources may not be used 
for any reason other than for their intended purpose (i.e., education, training, and research). 

 
(2) DoD does not endorse the content of any specific reference material, or the organization that is 
the source of the material, unless specifically identified as a DoD or other Federal Government 
source. 

(3) Reference materials from non-federal sources are included in this material solely to expose 
members to varying points of view and to generate discussion. 

 
 
 
 

Reference Guide for Facilitating Difficult Conversations about Countering 
Extremist Activity 

 
 
 
 

As Service members or Department of Defense civilian employees, we each take an Oath of 
Office upon entering into public service. The framers of the Constitution included the 
requirement to take an oath in the Constitution itself. While the specific wording of that 
oath may vary depending on the individual role in which you serve, all of our oaths include 
the commitment to support and defend the Constitution of the United States against all 
enemies foreign and domestic, and to well and faithfully discharge our duties. Because we 
each took an oath to support and defend the Constitution, and to do our jobs to the best of 
our ability, we expect military Service members and DoD civilian employees to be guided in 
their actions by a professional ethic that prioritizes the team, the mission, and the Nation. 
You are essential to our success, and we need you on our team. 
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TIPS FOR FACILITATING SMALL GROUP CONVERSATIONS 
 

• The recorder should also summarize the key points made during the session before 
releasing the group. 

• It will also give us more detail insight into what people mean by person center coordinated 
care 

BUILD SELF AWARENESS – Assess Your Comfort Level 

Many leaders avoid talking about race and racism. It’s uncomfortable, may lead to conflict, and 
calls for skills few of us practice regularly. Often, this avoidance comes down to a fear of 
misspeaking, sounding racially insensitive or unintentionally impacting someone in a harmful 
manner. Preparing our people to talk about race and racism requires us to first deal with our own 
fears. Leaders must have a deep understanding of their emotional perspectives, biases, strengths, 
weaknesses, needs and drives – they must be honest and authentic with themselves and others. 
Before initiating a workspace discussion, do a simple self-assessment. 

Consider the following statements and select the one that best describes how you feel 
 

I would rather not talk about extremist 
activity. 
I am very uncomfortable talking 
extremist activity. 
I am usually uncomfortable talking 
extremist activity. 

I am sometimes uncomfortable about 
extremist activity. 
I am usually comfortable talking about 
extremist activity. 
I am very comfortable talking about  
extremist activity. 

 
Then use a sentence-stem activity to self-reflect. 
Why do I feel this way about discussing extremist activity? 
The hard part of talking about extremist activity is… 
The beneficial part of talking about extremist activity is... 

 
 
 

PLAN AHEAD – Develop “Your Message” and rehearse 

• Set the tone with your story be vulnerable, genuine, and candid 
• Practice welcoming body language 
• Establish an environment where participants feel comfortable using a horseshoe or other 

informal seating arrangements 
• Plan to listen and not respond to feedback 
• Designate a recorder or two but keep the number of nonparticipants in the room to a 

minimum 
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SET THE GROUND RULES 

• Since the guided discussion is not the appropriate venue to raise a complaint, the Leader will 
instruct the group to hold all complaints or personal issues until after the guided discussion (if 
complaints begin to surface). 

• The preferred duration of a listening session is at least 60 minutes to 90 minutes - Leader 
dependent. 

• Expect your team to be nervous. If it appears that you’re shutting down anyone’s conversation, 
you might not get feedback. We suggest limiting the Leader conversation and encouraging the 
audience to share their perspectives. We recommend only talking when the conversation 
stagnates or when you want to ask a specific question. 

 
COMMUNICATION TECHNIQUES: 

Explain these steps as a way to communicate while experiencing complex emotions. These steps 
won’t prevent or change the emotions people may feel, but they can help them, and you self- 
regulate. 

Step 1: Reiterate. Restate what you heard. This step enables individuals to reflect on what they 
have heard as opposed to what they think they may have heard. Repeating what they have heard 
limits miscommunication and misinformation. 

Step 2: Pause and Contemplate. Count to 10 before responding. People can think about their 
responses and use the time to compose what they want to say. Taking time to think about their 
responses helps move individuals away from immediate emotional responses that can potentially 
derail the conversation. Also, take a breath to check in with yourself. Suggesting individuals take a 
few breaths before responding may help them settle their thoughts and emotions during difficult 
conversations. 

Step 3: Communicate. Speak with compassion and thoughtfulness. Individuals should do their 
best to speak as they want to be spoken to, assuming good intentions and seeking understanding. 
Explain that when they disagree with something someone has said, they should focus on 
challenging the statement rather than the person who said it. 

 
LEAD THE DISCUSSION 

 

• The Leader should start by doing what he or she can to make the group feel comfortable and 
establish rapport. 

• The Leader should conduct a short introduction to the group. This introduction must establish 
ground rules for the session, such as confidentiality, not discussing classified or sensitive 
information, and the prohibition on participants recording the session. The Leader should 
emphasize that participation is voluntary. 

• In the introduction, the Leader should emphasize to all participants to not discuss the opinions 
and or shared comments offered by others outside the listening session. 

• The Leader should also tell the participants that while they don’t expect allegations of 
misconduct to arise during the listening sessions, if one does, the participant will be directed to 
the appropriate local authority to address their allegation. Specific personal issues and/or 
existing complaints, grievances, and investigations will not be addressed in the listening 
session. 
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MODERATE THE DISCUSSION – Remember to Listen 
 

• The Leader should ask the first question and then allow the discussion to develop naturally. 
• The Leader should not assert his or her authority directly, but instead lead the discussion in 

the desired direction through body language and tone. 
• If no one is offering a response to a question, do not be afraid to call on one group member to 

respond to the question you asked. 
• The Leader should ensure the recorder captures the audience’s comments correctly to 

reiterate those comments at the end of the session. 
 
 

MAINTAIN CONTROL & FOLLOW-UP: 

Stay on top of the emotional temperature in the room and check in with your people during and 
after the session about how they feel. This will let you know when to take a break and address 
strong emotions. 

 
 
 

CLOSING: THANK EVERYONE FOR THE FEEDBACK 
 

• Provide members the opportunity to come to you with concerns later, one-on-one. 
• Provide participants with resources to reach out to if needed – chain of command, chaplains, 

lawyers, equal opportunity, etc. 
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  Countering Extremist Activity:  Case Study Activity 1  
 

 ACTIVITY GOALS  
 

• Recognize the types of extremist activities for Service members under DoDI 1325.06 
• Identify behaviors that may qualify as active participation in extremist activities under DoDI 

1325.06 
 
 

 MATERIALS  
 

• Podium (optional) 
• Computer (to display case study, if necessary) 
• Dry Erase Easel with markers 
• Prohibited extremist activity case study 
• Chairs for large group discussion 
• Activity Handouts  
• Reference Sheet (Definitions) 

 
 

 PHYSICAL SETTING  
 

• Small Group Circle (Seated) or Horseshoe with open facing easel. 
• Recommended Small Group size, 15-20 personnel 
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 PROCEDURES  
 

1. Read Activity Goals Note:  Instructor will not read red text 

2. Trainer will provide Part 1 Activity handout, (Individual Observations) page 1, reference sheet 
(definitions), and case study. 

 
3. Audience will have 20 minutes to read case study and individually answer 

questions. 
 
4. Trainer will facilitate a full-audience discussion (utilizing the Definitions reference sheet) in 

which the group identifies which types of extremist activities, and which prongs of active 
participation, Private Melzer’s conduct might fall under in violating DoDI 1325.06. 

 
5. Breaks will be taken as needed, 10 minutes on every hour is a guideline and not a requirement. 

However, a 10-minute break should be offered not less than once every 90 minutes. 
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 Case Study 1  
 
 

U.S. Army Soldier Charged with Terrorism Offenses Sent Sensitive U.S. 
Military Information to Members of a Neo-Nazi Group in an Attempt to 
Facilitate a “Mass Casualty” Attack on his Unit. 

 
Ethan Phelan Melzer’s secret life of hate ran deep. The 24-year-old private in the 173rd 

Airborne Brigade appeared to be just another young soldier, trying to find his way through 

military life at Fort Benning, Georgia. However, in his private time, prosecutors allege, Melzer 

had another, sinister side: He said he liked to perform macabre blood rituals; read obscure, 

gruesome tracts about torture and child abuse; collected violent iconography; and found like 

minds in the depths of Telegram, an encrypted messaging app so favored by extremists of all 

stripes that it is often referred to as “Terror gram.” His handle was “Etil Reggad” — a near 

anadrome for “Elite Dagger.” 

 
What little is known of Melzer’s past indicates a man drawn to extremes. In his first post-arrest 

interview with the Army’s Criminal Investigation Division and the FBI, Melzer claimed he’d 

hung around the wrong crowd at high school in Louisville, Kentucky. “Gang-affiliation-type 

sh*! — there was a couple of friends that I hung out with that were Bloods,” he claimed, with 

a markedly different tone from that which he struck as his “Etil Reggad” persona in Rape 

Waffen, where he claimed to have done an insight role as “a runner for some Bounty Hunter 

Bloods.” Melzer also told the Rape Waffen administrator that he’d done a second insight role 

“with antifa.” It’s impossible to verify either claim, though Melzer fits the profile of an 

adolescent playing with the violent countercultural edges of society. Today, Melzer has 

virtually no digital footprint, but what can be pieced together about his background suggests an 

unstable home — his parents separated when he was young, and instead of a secondary 

education, he enrolled in the Department of Labor’s Job Corps program in Kentucky’s rural 

Muhlenberg County. 

 
It was in this program, in 2018, at age 20, that Melzer began his descent into Satanism. “In Job 

Corps, I got a small following of people and used them for feeding, if we’re talking like actual 

growth wise,” Melzer wrote. The government alleges that Melzer’s phones contained videos 

and photographs of the young soldier ritually cutting himself, and a Satanist text with its pages 
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drenched in blood was recovered from his barracks.  

 

Melzer joined the U.S. Army in approximately 2018, and he joined O9A by approximately 

2019. Members and associates of O9A have espoused violent, neo-Nazi, anti-Semitic, and 

Satanic beliefs, and have expressed admiration for both Nazis, such as Adolf Hitler, and 

Islamic jihadists, such as Osama Bin Laden, the now-deceased former leader of al Qaeda. 

Members and associates of O9A have also participated in acts of violence, including murders. 

 
By Melzer’s own account, enlisting in the Army was a ruse — on the encrypted app, he wrote 

that he had joined up solely to gain knowledge of military weaponry and tactics. “It’s great for 

training,” he wrote, adding a cryptic remark about his base. “All of these places the vast 

majority deserve to be burned.” 

 
Melzer repeatedly trash-talked the Army and described it as merely a means to hone his violent 

skills. “I’m not patriotic for sh*!,” he wrote to another radical who was considering enlisting in 

the Marines. Telegram chats disclosed by the government in court filings reveal his efforts to 

mask his true beliefs: “I fly under the radar already, act completely normal around other people 

outside and don’t talk about my personal life or beliefs with anyone.” 

 
The young paratrooper said he was conducting what he called an “insight role” — both 

infiltrating and subverting an institution, one of the core tenets of the Order of Nine Angles, a 

secretive, nihilistic, bloodthirsty Satanist-Nazi sect, to which, prosecutors allege, Melzer swore 

allegiance. 

 
In approximately October 2019, Melzer deployed abroad with the Army. Prior to planning the 

attack, Melzer consumed propaganda from multiple extremist groups, including O9A and the 

Islamic State of Iraq and al-Sham, which is also known as ISIS. For example, in connection 

with the investigation, the FBI seized from an iCloud account maintained by Melzer an ISIS- 

issued document with a title that included the phrase “HARVEST OF THE SOLDIERS” and 

described attacks and murders of U.S. personnel in approximately April 2020. 

 
In approximately April 2020, the Army informed Melzer of plans for a further foreign
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deployment by his unit. Melzer thereafter sought to facilitate a deadly attack on his fellow 

service members. After he was notified of the assignment, Melzer used an encrypted 

application to send messages to members and associates of O9A and a related group known as 

the “Rape Waffen Division,” including communications regarding Melzer’s commitment to 

O9A and sensitive information related to his unit’s anticipated deployment such as locations, 

movements, and security, for purposes of facilitating an attack on Melzer’s unit. Melzer and his 

co-conspirators planned what they referred to as a “jihadi attack” during the deployment, with 

the objective of causing a “mass casualty” event victimizing his fellow service members. 

 
In the back and forth over a number of days in May 2020, according to the evidence presented by 

federal prosecutors, Melzer and his alleged Al Qaeda and Satanist co-conspirators discussed the 

location of the base, the precise number of personnel stationed there, and the unit’s defensive 

capabilities. Melzer also allegedly shared satellite images of the outpost’s layout. The proposed 

carnage apparently didn’t bother Melzer in the least. In fact, he reveled in the potential fallout 

from a massacre of American soldiers by jihadist, even if that meant losing his own life. Melzer, 

wrote “who gives a [expletive] . . . it would be another war . . . I would’ve died successfully . . . 

cause another 10-year war in the Middle East would definitely leave a mark.” 

 
On or about May 17, 2020, Melzer exchanged electronic communications regarding passing 

information about the anticipated deployment to a purported member of al Qaeda. Between 

approximately May 24 and May 25, 2020, Melzer sent additional electronic messages with 

specific information about his unit’s anticipated deployment, including, among other things, 

the number of soldiers who would be traveling, the location of the facility to which Melzer 

expected the unit would be deployed, and information about the facility’s surveillance and 

defensive capabilities. Melzer promised to leak more information once he arrived at the 

location of the new deployment in order to try to maximize the likelihood of a successful 

attack on his unit. 

 
The FBI and the U.S. Army thwarted Melzer’s plot in late-May 2020. Pvt. Melzer was arrested 

by military investigators at the American military base in Vicenza on May 30, 2020, right 

before the 173rd Airborne’s expected deployment to Turkey. In interviews with military and 
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federal investigators following his arrest in Italy, Melzer acknowledged downloading and 

watching the Satanist videos and jihadi-propaganda films found on his devices, but claimed his 

enthusiastic remarks about the lethal violence were “satire or dark humor” meant to impress 

other members of the Rape Waffen Telegram channel. His defense of the charges seemed to 

be “I did it all for the lulz.” During another voluntary interview with military investigators and 

the FBI, Melzer admitted his role in plotting the attack. Melzer said that he intended the 

planned attack to result in the deaths of as many of his fellow service members as possible. 

Melzer also declared himself to be a traitor against the United States, and described his 

conduct as tantamount to treason. The young soldier was branded “the enemy within” by the 

United States attorney for the Southern District of New York, when his indictment was made 

public on June 22, 2020. 

 
In its indictment, the Department of Justice charged Melzer with planning an attack on his U.S. 

Army unit by sending sensitive details about the unit – including information about its location, 

movements, and security – to members of an extremist organization named Order of the Nine 

Angles (O9A), an occult-based neo- Nazi and white supremacist group. Melzer was charged with 

conspiring and attempting to murder U.S. nationals, conspiring and attempting to murder military 

service members, providing and attempting to provide material support to terrorists, and 

conspiring to murder and maim in a foreign country. 

 

“As the indictment lays out, Ethan Melzer plotted a deadly ambush on his fellow soldiers in the 

service of a diabolical cocktail of ideologies laced with hate and violence,” said Assistant 

Attorney General for National Security John C. Demers. “Our women and men in uniform risk 

their lives for our country, but they should never face such peril at the hands of one of their own. 

The National Security Division is proud to support the efforts of those who disrupted this 

planned attack and to seek justice for these acts.” 

 

“As alleged, Ethan Melzer, a private in the U.S. Army, was the enemy within. Melzer allegedly 

attempted to orchestrate a murderous ambush on his own unit by unlawfully revealing its 

location, strength, and armaments to a neo-Nazi, anarchist, white supremacist group,” said 

Acting U.S. Attorney Audrey Strauss for the Southern District of New York. “Melzer allegedly 

provided this potentially deadly information intending that it be conveyed to jihadist terrorists. 
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As alleged, Melzer was motivated by racism and hatred as he attempted to carry out this ultimate 

act of betrayal. Thanks to the efforts of the agents and detectives of the JTTF, our partners in the 

Departments of Defense and State, and the career prosecutors of this office, a hate-fueled 

terrorist attack against American soldiers has been thwarted.” 

 

“As alleged, Ethan Melzer sought to facilitate a deadly mass attack on his fellow service 

members by disclosing sensitive information to multiple extremists, including al-Qa’ida. The 

FBI’s top priority remains protecting Americans from terrorist attacks, at home and abroad, and 

this case highlights the outstanding work of the FBI’s Joint Terrorism Task Forces, along with 

our U.S. military partners, to identify and disrupt threats like this one against our men and 

women in uniform,” said Assistant Director Jill Sanborn of the FBI's Counterterrorism Division. 

“This case is another example of the international responsibilities of the Federal Bureau of 

Investigation’s New York Joint Terrorism Task Force,” said Dermot Shea, the Commissioner of 

the New York City Police Department. “It’s FBI agents and New York City police detectives 

will travel anywhere in the world to bring terrorists to justice, in this case a soldier who is 

alleged to have forsaken his oath to the United States military and his fellow soldiers.” 

 

On June 24, 2022, Melzer pled guilty to (1) attempting to murder U.S. military service members, 

in violation of 18 U.S.C. § 1114, which carries a maximum sentence of 20 years in prison; (2) 

attempting to provide and providing material support to terrorists, in violation of 18 U.S.C. § 

2339A, which carries a maximum sentence of 15 years in prison; and (3) illegally transmitting 

national defense information believing that it could be used to the injury of the United States, in 

violation of 18 U.S.C. § 793(d), which carries a maximum sentence of 10 years in prison. He is 

scheduled to be sentenced by Judge Gregory Woods on January 6, 2023. 

 

After the former private stated his guilty plea, Judge Woods asked if he had anything to say 

about the crimes he had sought to carry out. “I’m sorry, and I regret every single thing that I 

did,” Melzer said. 
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CASE STUDY REFERENCE: 
EXTREMIST ACTIVITIES, 

AND ACTIVE PARTICIPATION 
 

Military personnel are prohibited from actively participating in extremist activities. 
 

1. The term “extremist activities” means: 

a. Advocating or engaging in unlawful force, unlawful violence, or other illegal means to deprive 
individuals of their rights under the United States Constitution or the laws of the United States.1 

b. Advocating or engaging in unlawful force or violence to achieve goals that are political, 
religious, discriminatory, or ideological in nature.  

 
c. Advocating, engaging in, or supporting terrorism, within the United States or abroad. 
 
d. Advocating, engaging in, or supporting the overthrow of the government of the United 

States, by force or violence; or seeking to alter the form of these governments by 
unconstitutional or other unlawful means (e.g., sedition). 

 
e. Advocating or encouraging military, civilian, or contractor personnel within the DoD or 

United States Coast Guard to violate the laws of the United States*, or to disobey lawful 
orders or regulations, for the purpose of disrupting military activities (e.g., subversion), or 
personally undertaking the same. 

 
f. Advocating widespread unlawful discrimination based on race, color, national origin, 

religion, sex (including pregnancy), gender identity, or sexual orientation. 
 

2. The term “Active Participation” means: 

a. Advocating or engaging in the use or threat of unlawful force or violence in support of extremist 
activities. 

 
b. Advocating for, or providing material support or resources to, individuals or organizations that 

promote or threaten the unlawful use of force or violence in support of extremist activities, with 
the intent to support such promotion or threats. 

 
c. Knowingly communicating information that compromises the operational security of any 

military organization or mission, in support of extremist activities. 
 
d. Recruiting or training others to engage in extremist activities. 
 
e. Fundraising for, or making personal contributions through donations of any kind (including but 

not limited to the solicitation, collection, or payment of fees or dues) to, a group or organization 
that engages in extremist activities, with the intent to support those activities. 

 
f. Creating, organizing, or taking a leadership role in a group or organization that engages in or 

advocates for extremist activities, with knowledge of those activities. 
 

 
1 “United States” refers to any political subdivision thereof, including that of any state, commonwealth, Territory, or District 
of Columbia. (DoDI 1325.06, Enclosure 3, Change 2, Section 8). 
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g. Actively demonstrating or rallying in support of extremist activities (but not merely observing 
such demonstrations or rallies as a spectator). 

 
h. Attending a meeting or activity with the knowledge that the meeting or activity involves 

extremist activities, with the intent to support those activities:  
 

(1) When the nature of the meeting or activity constitutes a breach of law and order;  
(2) When a reasonable person would determine the meeting or activity is likely to result in 

violence; or  
(3) In violation of off-limits sanctions or other lawful orders. 

 
i. Distributing literature or other promotional materials, on or off a military installation, the primary 

purpose and content of which is to advocate for extremist activities, with the intent to promote 
that advocacy. 

 
j. Knowingly receiving material support or resources from a person or organization that advocates 

or actively participates in extremist activities with the intent to use the material support or 
resources in support of extremist activities.  

 
k. When using a government communications system and with the intent to support extremist 

activities, knowingly accessing internet web sites or other materials that promote or advocate 
extremist activities.  

 
l. Knowingly displaying paraphernalia, words, or symbols in support of extremist activities or in 

support of groups or organizations that support extremist activities, such as flags, clothing, 
tattoos, and bumper stickers, whether on or off a military installation.  

 
m. Engaging in electronic and cyber activities regarding extremist activities, or groups that support 

extremist activities - including posting, liking, sharing, re-tweeting, or otherwise distributing 
content - when such action is taken with the intent to promote or otherwise endorse extremist 
activities. Military personnel are responsible for the content they publish on all personal and 
public Internet domains, including social media sites, blogs, websites, and applications.  

 
n. Knowingly taking any other action in support of, or engaging in, extremist activities, when such 

conduct is prejudicial to good order and discipline or is service-discrediting. 
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 Individual Observations  
 

1. What are some important FACTS you observed from the case study? 
_ 

 

 
 
 

 
 

 
 

 
 

 
 

 
 

 

2. Review the three charges Private Melzer pled guilty to.  Do these match the elements of extremist 
activities?  If yes, how?  If no, why? 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
3. Review the three charges Private Melzer pled guilty to.  Do these match the elements of active 

participation?  If yes, how?  If no, why?  
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 FULL GROUP DISCUSSION  

Facilitate this activity after the full group has reviewed the case study. Remind the group that they 
should use the definitions handout to refresh their memory on the types of extremist activities, and 
behavior which counts as active participation. 

 
Extremist Activities 

 
• Now that you’ve read the case study, take a look back at your reference 

sheet, which contains the definitions of Prohibited Extremist Activities 
and the types of conduct that qualify as Active Participation. Can you tell 
me which type, or types of prohibited extremist activities Private 
Melzer was involved with? 
 

• Answer: (c) Advocating, engaging in, or supporting terrorism, within the 
United States or abroad. 
 

• Great. Now I want to highlight the three charges Private Melzer pled 
guilty to. They are: 

 
• Attempting to murder, and aiding and abetting an attempt to 

murder, U.S. Service members; 
 

• Attempting and providing material support and resources to 
terrorists; and 

 
• Illegally transmitting national defense information to an 

unauthorized person, with reason to believe that such 
information could be used to the injury of the United States. 

 
• Thinking through what you read, and looking at the definition we 

talked about earlier (which you have in front of you), can you tell 
me which of the types of “active participation” you think Private 
Melzer may have committed?  
 

• Answers (at a minimum – allow for discussion of others): 
 

• (a) Advocating or engaging in the use or threat of unlawful force or 
violence in support of extremist activities. 
 

• (b) Advocating for, or providing material support or resources to, 
individuals or organizations that promote or threaten the unlawful use 
of force or violence in support of extremist activities, with the intent 
to support such promotion or threats. 
 

• (c) Knowingly communicating information that compromises the 
operational security of any military organization or mission, in 
support of extremist activities. 
 

• (m) Engaging in electronic and cyber activities regarding extremist 
activities, or groups that support extremist activities - including 
posting, liking, sharing, re-tweeting, or otherwise distributing content 
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- when such action is taken with the intent to promote or otherwise 
endorse extremist activities. Military personnel are responsible for 
the content they publish on all personal and public Internet domains, 
including social media sites, blogs, websites, and applications.  
 

• (n) Knowingly taking any other action in support of, or engaging in, 
extremist activities, when such conduct is prejudicial to good order 
and discipline or is service-discrediting. 

 

 SUMMARY  
 

• Recognize the types of extremist activities for Service members under DoDI 1325.06 
• Identify behaviors that may qualify as active participation in extremist activities under DoDI 

1325.06 
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